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[Ipotokossr ARP u Inverse ARP

ARP (Address Resolution Protocol) — IIpoToko onpenenenusi (pa3penieHusi) agpeca

[IpoTOKOJ B KOMIbBIOTEPHBIX CETsIX, NpeJHAa3HAUEHHbIH IJisi onpeneseHHs KaHampHoro agpeca (MAC) no M3BeCTHOMY
cereBomy azpecy (IPv4). Kak mpaBuio HCIONB3yeTCsl COBMECTHO C MPOTOKOJOM IPv4 B ceTsiX, Ha OCHOBE TEXHOJOTHH
Ethernet. Onucanne npoTokosia 6bu10 omy6iuKoBaHo B HOsiope 1982 roma B RFC 826 (¢ o6noBnennsmu B RFC 5227/2008
u RFC 5494/2009). ARP Gbl1 cipoeKTHpoBaH 1Jist cyyasi nepegaun IP-naketos uepes cerment Ethernet. ITpu aToM 00mmmi
MIPHHLIMII, TIpeJIoKeHHbIH 11s1 ARP, MokeT, H ObLT HCTIONB30BaH H JUIsl CETEH JPYTHX THIIOB.

ITo mopenn OSI npotokon ARP OTHOCSAT MJIM K KaHaJIbHOMY, MJIM K CET€BOMY YpOBHsIM. TakKe 4acTo yKasplBalOT, YTO
OH HAXOJUTCSI MEXJy 9THMH ypoBHsMH Mojend OSI. C TOUKM 3peHHs] B3aHMOJEHCTBHS C APYTMMH HPOTOKOJAMH MaKeT
ARP uskancymupyercs Hanpsimyio B Kaap Ethernet, T.e. mpotokon ARP pa6otaet mosepx Ethernet. B none «Ethertype»
sarosioBka Kazipa Ethernet npotokomy ARP cootsercTByet ID = 0x0806.

| N

Tunet ARP-nakeroB

1. ARP 3ampoc (ARP request)
2. ARP orset (ARP reply)

Inverse ARP (Inverse Address Resolution Protocol, InARP)

TTpoTOKOJ JUISl TIOJYYeHHsI apecoB CETeBOro ypoBHs (Hampumep IP anpecoB) mpyrux pabOuMX CTaHIMH IO HX ajpecam
KaHasibpHOro ypoBHsi (Hanpumep, DLCI B Frame Relay cetsix). B ocHoBHOM Hcnoinbayertcst Bo Frame Relay u ATM cetsix.
Onucanue npoTokoa ony6ankosaHo B REC 2390.

InARP peanusoBano kak pacmmpenre ARP. @opmatbl MaKeTOB 9THX MPOTOKOJIOB OJHH H T€ XK€, Pa3iH4aIOTCs JIHIIb KOJb
Orepalyui H 3aIoHsIEMble MOJIs.
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[Ipunun paborst ARP

Iopsinok pa3perneHust agpeca

JIBC

1. B Havane mepefaud OaHHBIX OT y3na A Ha ysen B, ysen
A ponxen onpepenutb ero MAC-ampec, T.e. OH JOJIKEH
BBITIOJIHUTB TpoLeAypy oToOpakenust IP-apeca Ha JTIOKaJIbHBIH
MAC-agpec. Hdus storo ysen A ¢opmupyer ARP 3ampoc,
yKaspiBasi B HeM u3BecTHbIH IP-anpec B, u pacchbutaer sanpoc
IHPOKOBEIIATEIBHO MO MPOTOKOJTY KaHAJIBHOTO YPOBHSL. ARP-3anpoc

ARP-3anpoc
------- ARP-oTBET
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2. Bce y3nbl JokanpHOM ceTH mnonyuyalor ARP 3anpoc u LREes

CPABHMBAIOT yKa3aHHbIH B HeM [P-afgpec ¢ coOCTBEHHBIM. Ay
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3. OmpepenuB, uto IP-ampec B 3ampoce coBHagaeT C ero
IP-agpecom, ysen B dopmupyer ARP-otBer, B KOTOpOM
yKkaspiBaeT cBoH IP-angpec u cBoi sokambHbiii MAC-ampec, 1
OTNpABJISET €ro yXke HarpaBleHHo, Tak Kak B ARP-zampoce
oTnpasHTelib A yKkaspiBaeT cBoi MAC-ajpec.

4. Tonyuns ARP-otBet, nepenaiommii ysen A sanuceiBaet coorBetctBie MAC-anpeca B ero IP-aapecy B crienpasibHy10
ARP-Tabmuiy. Tenepb, moka 3amuch Xpanutcss B ARP-tabiumue (T.H. BpeMsi JKM3HM 3allMCH), JaHHblE MOTYT
nepepaBathcsi 0T A K B. Heo6Xx0JHMO OTMETHTD, 4TO AJIs epefiayd JaHHBIX OT B K A TpebyeTcst poBECTH 0OpaTHYIO
npouenypy.

5. B ciyuae xorza gaHHble OT A K B BCE emE mepenaioTcs, HO BpeMs KH3HH 3anucH B ARP-tabimue ucrekaer, ysen A
JIOJKeH OOHOBHTD 3amMCh. JIJisl 9TOr0 OH MOChIIAET nosmopHsiii ARP-3anpoc, KOTOPBIH OTHpPABIISIETCS HA H3BECTHBIN
MAC-anpec ysna B. B Tom cityyae, eciii OTBET Ha IIOBTOPHBIH 3aIpOC He NPHUXOJIHUT, MpoLeaypa paspeleHus aapeca
MOBTOPSIETCS ¢ CAMOro Havasa (IoCpeJcTBOM MHpOKoBelmaTeapHoro ARP-3anpoca).
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ARP-tabmna. CamonponsBosbHbiii ARP

IIpavep ARP-Tabinmb

:/$ sudo arp -a

.lan (192.168.1.111) at 24:08:34:2a:ef:34 [ether] on ethO
lan (192.168.1.3) at 1c:2b:d4:£9:78:35 [ether] on ethO
.lan (192.168.1.203) at e8:14:f6:43:3b:12 [ether] on ethO
.lan (192.168.1.1) at e8:d3:27:2e:0f:75 [ether] on ethO

CamonpoussoubHbii ARP (gratuitous ARP)

310 Takoe nosenenre ARP, korga ARP-oTBeT mpHCbUIaeTCsl, KOTAa B 9TOM (C TOUKH 3PEHHsI MOJyyaTesisi) HET 0COOOH
HeobxoxumocTH. CamorponsBosibEblii ARP-oTBeT 9T0 maker-otBeT ARP, npuciiannbiii 6e3 sanpoca. OH IpHMEHsIeTCsT ISt
onpeneneHds: KoHGMKTOB IP-agpecoB B ceTH: Kak TOJBKO cTaHuus noiyvaer aapec no DHCP wim agpec npucBauBaeTcst
BPYUHYIO, PACChLIAETCSI CAMOIPOU3BOJIbHBIH ARP-0TBeT.

CamonpousBoJbHbIH ARP MOXeT ObITb MOJIE3EH B CJIEYIOMHUX CITydasix:

» oGHoBieHHe ARP-TabuinL, B YaCTHOCTH, B KJIACTEPHbIX CHCTEMAX;
P HH(MOPMHPOBaHHE KOMMYTATOPOB;

P u3BeIIEHHE O BKJIIOYCHHH CETEBOTO PIHTCpCbCﬁCa.

HecMoTpst Ha 9¢ppeK THBHOCTb caMONPOH3BOIBHOrO ARP, OH sIBJIsIeTCSI 0COOEHHO HeOEe30MacHbIM, TIOCKOJIBKY C €10 MOMOIIbIO
MOJKHO yBEpHTb YHAJIEHHBIH y3en B ToM, uto MAC-ajpec KakoH-JHOO CHCTEMBI, HAXOISIIEHCS] C Heil B OJHOH CETH,
H3MEHMJICS M yKa3aTh, KAKOH apec HCIOJIb3YETCsl Tenepb.

v
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ARP-naket

Crpykrypa ARP-nakera

HEEEEEEERE 7 s o o] u ]| B]u]is]ows
Destination MAC Source MAC ETH TYPE HTYPE
PTYPE | HLEN | PLEN | 0P CODE Sender MAC Sender IP
Target MAC Target IP |

Hardware type (HTYPE)

Howmep npoTokoJia nepegaun KaHaibHOro ypoBHst (0x0001 st mpotokoia Ethernet).

Protocol type (PTYPE)

Kopn nporokoia ceteBoro ypoBHsi (0x0800 miist npotokosa IPv4).

Hardware length (HLEN)

IniHa dusrueckoro ajgpeca B 6aiitax. Anpeca Ethernet umetor niuHy 6 GanT.

Protocol length (PLEN)

JlnuHa oruyeckoro aapeca B Oaiitax. IPv4 anpeca umeiot aiuny 4 Garira.
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Operation code (OP CODE)

Kon onepamun: 0x01 B cryyae ARP-3anpoca u 0x02 B ciiyuae ARP-oTeTa

Sender MAC. Sender hardware address (SHA)

Du3HUeCKHH aapec OTHPABUTENS.

Sender IP. Sender protocol address (SPA)

CeTeBo#t afipec OTIPABUTEIISL.

Target MAC. Target hardware address (THA)

DuzHYecKuHi aJipec noJryyareJs. HpH 3anpoce MnoJie 3arnoJHIeTCs HYJISIMH.

Target IP. Target protocol address (TPA)

CerteBoii afpec noxyvaTens.
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ARP-spoofing (ARP-poisoning)

Cxema ceTeBo

Takd ARP-cnycduHr
XocT A XocTt B
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CereBas atraka ARP-cniycunr (ARP-spoofing) ocHOBaHa Ha HCHOJIb30BAHHH CaMOTIPOH3BOJILHOrO ARP.

YroObl MmepexBaTHTh CETeBbIE MAKeThl, KOTOpble aTaKyeMblH XOocT (A) oTmpaBisieT Ha XocT B, aTakyiomui xoct (C)
¢opmupyer ARP-oTBeT, B KOTOPOM CTaBHT B cooTBeTcTBHe IP-ampecy xocta B cBoii MAC-agpec. [lajee 5TOT makeT
oTnpaeiseTcsi Ha XocT A. B ToM ciiyyae, eciii XocT A TOJJEPKHBAaeT CaMONpPOH3BOJbHBIH ARP, oH Moauduuupyer
cobcTBeHHyl0 ARP-TabiHIy ¥ momMemaeT TyJa 3amuch, rie BMecTo Hacrtosimero MAC-anpeca xocra B crout MAC-anpec
aTakylomero xocta C.

Tenepb nakeThbl, OTIPaBIIsiEMble XOCTOM A Ha XOCT B, OynyT nepenaBatbesi xocTy C.
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Proxy ARP

Pr

ARP

TexHuxa ucnoavb308aHusi ARP—npomm(a/m, nossossiroulasi 006edunHUmsb 08e He C8513AHHbIE HA KAHAALHOM YpOsHe cemu 6
oﬂHy. XOCTI)I, HaXOIAIMHECS B 9THX CETAX, MOTYT HCIIOJIb30BaTh aapeca H3 OJIHOI:I IP—HD}ICCTI/I ¥ OOMEHHMBATHCS TpaCbI/lKOM
MesKIy coOOH 6e3 HCIIOIb30BAHMSI MAPUIPYTH3AaTOPA (KaK HM KaXeTcst).

Ha prcynke u3oOpaxeHsl 1Ba XocTa A H B, KOTOpble HAXOISTCS HA
KaHAJIBHOM ypOBHE B PasHbIX cermMeHTax. Ha xoctax He HacTpoeH

[UTI03 MO YMOJYaHHI. MacKH MOJACeTeH Ha MapUIpyTH3aTOpe W HA  100.1.10/8 1002108
---------- >
XOCTax OTJIMUAKTCH. (1) ARP-3anpoc: agpec 10.0.210
1. XocT A XOUeT OTNPABHTb KAKHE-TO HaHHbE XOCTY B. TaK  (2) Arp-owwer 100210 MAC: f0/0
Kak, Ha xocte A [P-ampec 10.0.1.10 ¢ Macko#t /8, TO OH  __________p  ccemce--
cumraer, 4to0 XocT B ¢ IP-ampecom 10.0.2.10/8, Takxke () Rarrble (4) Rauriie
HaXOIHUTCSI C HUIM B OJJHOHM CETH (XOCTbI CUHTAIOT, UTO OHH B (5)Agfsan,',u'c_'a;pec 10.1.10
cetn 10.0.0.0/8). XocTy A Heobxonumo ysHath MAC-ampec . >
xocta B. On otnpasisier ARP-3anpoc B ceTb. (6) ARP-oteeT: - MAC: for
2. MapmpyTtusatop nonydaer ARP-3anpoc, HO He nepeHanpaBiseT ero, Tak Kak Mojyvaresb B Apyrod cetd. Ecim Ha
MapuipyTusatope BkouyeH Proxy ARP, To mapmpyTusatop otnpasisier Xxocty A ARP-0TBeT, B KOTOPOM MOJCTABISIET
cBoit MAC-anpec. To ects, uist XocTa A, co3aaercsi coorBetcTBre 10.0.2.10 — MAC £0/0.
3. Tenepb XOCT A MOKET OTIIPABHUTD JaHHbIE.
4. MapupyTH3aTop TOJydyaeTcsl NakeT, CMOTPHT Ha IP-ajpec mosyuartenss M nepeHanpapiisieT TakeT Ha Hero (NpH
yCJI0BHH, uTO B ARP Kele MapuipyTH3aTopa y:Ke eCTb 3alich AJIst XocTa B).
5. XocT B aHAJIOTHYHBIM 00pa30M CYMTAET, YTO XOCT A ¢ HUM B OJIHOH ceTH. XocTy B Heobxomumo ysHate MAC-aznpec
xocta A. OH otnpasisier ARP-3anpoc B ceTb.
6. MapmpyTtusatop nosnydaer ARP-3anpoc, HO He nepeHanpaBiseT ero, Tak Kak Mojyyatesib B Apyrod cetd. Ecim Ha

MapipyTH3atope BKIodeH Proxy ARP, To mapuipytiszatop otnpasisier xocty B ARP-oTBet, B KOTOPOM MOACTABIISIET
cBoit MAC-azpec. To ects, fuist Xocta B, co3aaercsi coorBercTBre 10.0.1.10 — MAC £0/1.
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[Ipotokon RARP

RARP (Reverse Add

OOpaTHBIA NPOTOKOJI NPe0dPa30BAHHS aAPECOB)

IpoTokon ceteBoro ypoHsi Monenn OSI, BbinosHsieT 0OpaTHOEe 0TOOpaKEeHHEe aApecoB, TO €CTh NpeodpasyeT (hPH3HUECKHH
azgpec B IP-agpec. McnonbayeTcst Juisl CHCTEM, He MMEIOIMX JHCKA, TAaKMX Kak X TepMHHAJIBI HJIH Oe3MCKOBbIe paboune
CTaHIMK AJ1s1 onpejesieHus coocteenHoro IP agpeca. RARP sBnsiercst gononnennem k ARP, u ormcan B RFC 903. ®opmar
nakera RARP npaktuuecku uaentnue nakety ARP. C Touku 3penus BbinojHsiembix ¢dyHkiuH, RARP sBisietcst ckopee
ananorom DHCP/BOOTP.

TTpoTOKOJ MPHMEHSIeTCsT BO BpeMsl 3arpy3kH ysja (HanmpHMep KOMIIbIOTepa), KOra OH TOChUIAeT TPYIIIOBOE COOOIICHHE-
3anpoc co CBOHMM (pusnueckuM ampecoMm. CepBep NMPHHHMAaeT 3TO COOOUICHHE M IPOCMATPHBAET CBOH TaOMNHIBI (JIMOO
MepeHanpasisieT 3anpoc Kypa-iubo emE) B nouckax IP-agpeca, cooreTcTBylomero gusnueckomy. Iocine obHapykeHus
HaMJeHHBIH aipec OTChUIAETCsI OOPATHO HA 3alIPOCHBILINH €ro y3ei. [{pyrue CTaHIHH TaKKe MOTYT «CJIbIIATh» 9TOT JAHAJIOT
M JIOKAJILHO COXPAHHTb 9Ty HH(popManHio B cBoux ARP-Tabmmnax.

RARP nosponsier pasgensits IP-agpeca MexIy He 4acTO HCTIOJb3yEMBIMH XOCT-y3/1aMH. TTocie HCTob30BaHHsT KaKHM-JTHO0
yanom IP-ajipeca oH MOKeT ObITh OCBOOOXKAEH H BbIIAH JAPYrOMYy y3IIy.

IIpu pa6ote ¢ 6e3auckoBbiMi PC RARP citykMT Takske uis epeJauyd CChUIKH Ha 00pa3 CHCTEMbI B CETH.

v
Heckonbko RARP cepBepoB B

0O0CcoOEHHOCTh MPOTOKOJIA 3aKII0YAETCsl B TOM, 4To RARP 3anpockl mochinaioTcst B BHIE MIHPOKOBEMATENBHBIX 3aPOCOB
anmapaTHOro ypoBHs. DTO 03HAYAET, YTO OHH He MEePEeHANPaBJIIOTCS] MApUIPY TH3aTOpaMH. UTOObI MO3BOJHTH GE3XHCKOBBIM
CHCTEMaM 3arpyskarbesi, axe ecii RARP cepsep BbIKJIIOUEH, B CETH OOBIUHO CYIIECTBYIOT HeckoJibko RARP cepepos.

ITo mMepe TOro Kak KOJHYECTBO CEPBEPOB pacTeT (4TOObI MOBBICHTb HAJEKHOCTD), YBEIHUHUBACTCS CETEBOH TpadpHK, Tak
Kak Kaxuabli cepeep mocbutaeT RARP oTkimk Ha kaxablii RARP sanpoc. Be3snucKoBble CHCTEMBI, KOTOPbIE MOCBUIAIOT
RARP 3anpocbl, 00bIYHO HCTIONIB3YIOT MeEpPBbIi nostyyenHblii kM RARP otkimk. Bosee Toro, cymecTByeT BeposiITHOCTb, 4TO
HecKoJIbko RARP cepBepoB OTNpaBsT OTKJIMKH OHOBPEMEHHO, YBEJIMUHBAs TEM CaMbIM KOJIMUECTBO KOJUIH3KH B Ethernet.

v
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